TooLs AGAINST TERROR: ALL OF THE ABOVE

MICHAEL CHERTOFF"

With the impending inauguration of a new President, now is
an opportune time to assess whether the homeland is safer to-
day than on the morning of September 11, more than seven
years ago. It is also a fitting time to discuss the implications of
that assessment for our long-term strategy against terrorism.
Simply put, if indeed we are safer, then as part of any future
legal or policy strategy, we must continue to improve our de-
ployment of the various tools, from law enforcement to the
military, which have ably served the country against our foes.

Are we safer today than we were on 9/11? When confront-
ing this question, there are two opposite extremes that must
be avoided: on the one hand, hysteria and fear, and on the
other hand, complacency and an almost blithe disregard of
the threats we face. “Hysteria” refers to rhetoric of the follow-
ing sort: “Here we are, seven years after 9/11 and lo and be-
hold, al Qaeda still exists, Osama bin Laden remains at large,
and terrorists continue to plot and commit atrocities in vari-
ous places. Nothing we have been doing has worked. Every-
thing is a failure. We are no safer now than we were then.”
Obviously, such statements glaringly omit that, as of the date
of publication, there have been no 9/11-style strikes on the
country since the attacks on the World Trade Center and Pen-
tagon were launched on that fateful morning. This fact can
hardly be attributed to sheer luck or coincidence.

The United States is indeed safer today, and the reason is
clear: Since 9/11, this nation and its overseas friends and allies
have acted decisively to enhance their own security and the
security of freedom-loving people across the globe. Our armed
forces have destroyed al Qaeda’s original headquarters and
platform in Afghanistan. The United States has dramatically
improved its intelligence capabilities abroad. Moreover, the
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United States has captured and killed terrorists, both leaders
and foot soldiers, on nearly every continent. We have devel-
oped exceptionally strong partnerships with allies in sharing
information and combining efforts to deal with terrorism. We
have built a new Department of Homeland Security to prevent
dangerous individuals and items from entering the country
and wreaking havoc and destruction upon its people.

Today, al Qaeda no longer has a state sponsor, as it did when
the Taliban ruled Afghanistan before September 11. Conse-
quently, al Qaeda neither owns nor has free reign over an en-
tire country anymore. Much of its original leadership has been
brought to justice in one way or another.

Al Qaeda is also losing in Iraq, which General David Pet-
raeus has called the “central front” of terrorism.! It is losing in
part because the Sunni tribes have rejected the al Qaeda fight-
ers and their ideology of extremism, instead partnering with
the United States in our “surge” against this terrorist death
cult.? Additionally, al Qaeda has suffered an overall loss of its
reputation, even in the communities it seeks to influence. Its
repeated attacks on innocent Muslims have sullied its image
across the Islamic world. When al Qaeda blew up a wedding
party in Amman, Jordan, more than two years ago, it sparked
an intense backlash in that country and elsewhere.? Its more
recent attacks on Algerian schoolchildren resulted in bin
Laden’s deputy, Ayman al Zawahiri, actually being confronted
in an Internet chat by indignant Muslims and challenged to jus-
tify the slaughter of these civilians.*

Here at home, because of the founding of the Department of
Homeland Security nearly seven years ago, the United States
has greatly increased its ability to keep terrorists and other le-
thal individuals out of the country. Seven years ago, America
did not have the biometric or fingerprinting capability, analyti-
cal capacity, secure identity documentation regimen, or man-
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power it now has at its ports of entry.® The same is true regard-
ing America’s borders. The nation has dramatically expanded
its Border Patrol and has installed new technology and infra-
structure, including a border fence, that will further protect the
homeland from those seeking to do it harm.®

In concert with these efforts, the United States has pushed
its security perimeter beyond its borders by working with for-
eign countries to conduct more analysis and screening over-
seas. Our country has developed comprehensive security
plans and procedures to protect critical infrastructure.” It has
built nearly two dozen layers of security into its aviation sys-
tem. It now fuses and shares intelligence at the state, local,
and federal levels in a way that was impossible prior to Sep-
tember 11. Finally, it has overhauled the Federal Emergency
Management Agency (FEMA), increasing FEMA’s ability to
deal with national disasters. Taken together, these actions
have made the United States a tougher target for terrorists
and other violent individuals. The changes do much to ex-
plain the failure of America’s enemies to carry out another
successful attack on the homeland.

Certainly the terrorists” failure is not for lack of trying. Per-
haps the most disturbing example of terrorist efforts is the Au-
gust 2006 airline plot directed at transatlantic flights arriving in
North America from the United Kingdom—a plot that, if suc-
cessful, would have had an impact, in scale and in loss of life,
comparable to September 11.8 The plot, however, along with a
number of others in recent years, was disrupted.

In short, the notion of a completely vulnerable and unpre-
pared nation facing an unscathed foe is readily refuted by a
veritable arsenal of indisputable facts. It is a denial of all we
have learned and accomplished these last seven years. But it is
here that Americans need to make a critical distinction: The fact
that America is safer does not mean that we are completely safe
and the job is done. If Americans believe that they are no
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longer threatened, they are oblivious to the dynamic nature of
the threat and the adaptive capability of the enemy. If we be-
lieve that we are completely safe, then we are falling prey to
the opposite of hysteria: the peril of complacency.

The voice of complacency sounds something like the follow-
ing: “Here we are, seven years after 9/11, and because there
have been no attacks on our soil, 9/11 must have been some
freakish aberration that is unlikely to repeat itself. Al Qaeda’s
strength has been hyped by the government, which is exagger-
ating the threat. We have other things to worry about. This
problem has gotten boring, and we should move to something
else and focus on other elements of the public agenda.”

This is clearly a “September 10” mindset. It is an outlook
that cannot conceive of a serious and successful attack on
American soil. On September 10, 2001, that mindset may have
been understandable because a truly momentous assault had
yet to occur. It represented a failure to think the unthinkable.
But in our post-9/11 world, with the unthinkable having oc-
curred, such a mindset is hard to fathom, let alone justify. Yet
in certain circles, the view that the threat we face is exagger-
ated has rapidly gained currency. It is precisely this attitude
of complacency that led to the tragedy of September 11. In
their recent book, America Between the Wars, Derek Chollet and
James Goldgeier chronicle U.S. policy between the close of the
Cold War and 9/11. Tellingly, the book pins the blame less on
any one Administration and more on a public mindset that
hampered Washington in addressing the gathering storm
clouds.” Charles Krauthammer ironically described this pe-
riod as a “holiday from history.”!° In reality, it was a false
holiday from history.

As a response to the threat the nation faces, complacency is
at least as wrongheaded as hysteria. In the words of the Na-
tional Intelligence Estimate issued in the summer of 2007, the
United States “will face a persistent and evolving terrorist
threat over the next three years.”! It is a threat the nation has
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successfully handled over the past seven years, but because the
threat is rapidly evolving, we will fail in the future if we fail to
adapt today.

Looking ahead, al Qaeda certainly remains the most salient
terrorist threat to this country. Although al Qaeda has suffered
setbacks, it has also developed some breathing space in Paki-
stan and in certain parts of eastern and northern Africa.'? That
does not place al Qaeda in the same position it was in Afghani-
stan, but it means that al Qaeda now has the opportunity to
recruit, plan, train, and potentially launch strikes against
Europe or the United States.

Nonetheless, it would be a mistake to conclude that al Qaeda
is the only potential long-term security threat our nation faces.
There are others on the horizon. Among them is Hezbollah,
which has been described by Richard Armitage as “the A-team
of terrorism.”"® Long before al Qaeda was formed, Hezbollah
pioneered suicide bombing, including the bombing of our Ma-
rine peacekeepers in Lebanon a quarter century ago' and the
1996 bombing of the Khobar Towers in Saudi Arabia.'> Hezbol-
lah is a well-armed, well-disciplined paramilitary force capable
of taking on Israel and mounting a serious challenge to its
armed forces. It remains a major presence in Lebanon’s gov-
ernment, the integrity of which it threatens.

Hezbollah also has a presence elsewhere, including in the
Western Hemisphere; it launched attacks against Jewish facili-
ties in Argentina in the early 1990s, as if to signal its arrival.'® In
1992, it bombed the Israeli embassy in Buenos Aires, killing
twenty-nine people.” Two years later, it murdered ninety-five
people by bombing a Jewish community center in that city.'
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Beside Hezbollah, the United States must also monitor
homegrown groups in the Western Hemisphere. Among them
is the Revolutionary Armed Forces of Colombia (FARC), a
Marxist terrorist organization that has fought for decades
against the Colombian government and raised funds through
narcotics trafficking and kidnapping.’” While the FARC has
suffered serious setbacks over the past year at the hands of
the Colombian government, it has enablers in the region and
must be watched.

From the standpoint of homeland security, the United States
must also consider the threats posed by transnational groups
that operate purely as criminal enterprises. These include
criminal gangs, including MS-13, and some of the organized
drug cartels that operate in northern Mexico, which are chal-
lenging the authority of the Mexican government and unleash-
ing prodigious violence against law enforcement and civilians
there.? For now, they are criminal organizations, but there ex-
ists the possibility that they may take on a more political col-
oration in the future.

These and other dangers should spur this nation to reject
complacency, replacing it with a firm resolve to confront these
evolving threats and adapt to them. They should also encour-
age the United States to continue to use the tools and ap-
proaches that have protected the homeland from further at-
tacks thus far.

Unfortunately, in all too many legal and policy discussions
about these tools and approaches, people have tended to di-
vide into two mutually exclusive camps. One camp appears to
advocate a military response to every major threat and chal-
lenge, while the other insists that the United States and its allies
face solely a law-enforcement problem. If the past seven years
have taught us anything, it is that both approaches are neces-
sary. Indeed, all approaches, not just these, must be deployed
where appropriate. We must use every tool in the security
toolbox, and in the coming years we will also have to invent a
few tools that do not yet exist.
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Clearly, the United States must not eschew the military op-
tion. The United States could never have inflicted the opera-
tional damage that we did on al Qaeda had we not taken the
fight to Afghanistan. At the same time, however, the nation
must continue to use nonmilitary or civilian tools and options.
Since 9/11, the United States government has deployed intel-
ligence-collection capabilities, including interception of com-
munications. It has harnessed its ability to disrupt the flow of
finance using some of our civil-law authorities and has util-
ized conventional law-enforcement tools, particularly in this
country. In recent years, we have arrested and successfully
prosecuted a number of people, either directly for terrorist
acts or for acts that may not have been terrorist in nature but
allowed us to incapacitate those for whom there was reason to
believe were terrorists. Taken together, these approaches con-
stitute a layered strategy against terrorism: deterring terror-
ists from entering the country; capturing or killing them in
their home base whenever possible; stopping them in the
course of their travel; and bringing them to justice once found
here or elsewhere in the world.

Although clearly necessary, these measures are insufficient.
None of them strikes at the root cause of terrorism: an extrem-
ist, dictatorial ideology that celebrates death and seeks the
complete subjugation of hearts, minds, and nations to its totali-
tarian vision. The ultimate way to fight the terrorists is by en-
gaging them ideologically as well as physically, challenging
their destructive and deadly ideas with ideas of freedom and
prosperity. We do this by promoting the rule of law, not the
rule of man. We do this by advocating democracy, not despot-
ism. We do this by supporting literacy, not ignorance. We do
this by empowering people, in the very communities where
terrorists seek recruits, to fight back ideologically, unmasking
the terrorists as enemies of and strangers to mainstream Islam,
the rule of law, and political democracy. In the battle against
the terrorist foe, every tool and option belongs on the table.
Those who would have us focus on just one to the exclusion of
the others, and those who would have us remove any one of
these tools, are seriously misguided.

Even so, some argue that deploying the military against al
Qaeda elevates its status. That is what Seth G. Jones and Martin
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C. Libicki assert in How Terrorist Groups End.?' To renounce or
severely restrict the military option against terrorists, however,
is to place ourselves back in the same box we were in before
September 11, one that relied exclusively on the traditional
tools of law enforcement and the courts. Had the United States
failed to add military tools to the mix after 9/11, it could not
have brought the 9/11 perpetrators to justice. With an outlaw
enemy in control of a rogue state thousands of miles away,
none of the traditional criminal justice tools—from obtaining
search warrants to issuing indictments to seeking extradition—
would have had an ounce of relevance against al Qaeda in Af-
ghanistan. Al Qaeda would have continued to use Afghanistan
as a platform to launch attacks against America.

At the opposite pole are those who have argued that the law
enforcement option is outmoded and have insisted that the
government operate entirely on a war footing. Remarkably, the
Washington Post took this position in an editorial against the
Bush Administration in its case against Zacarias Moussaoui in
2003.22 The Post argued that by bringing Moussaoui into an
American criminal courtroom, the government was repeating
the mistakes of the pre-9/11 past, and urged that the govern-
ment try him before a military tribunal instead.?® This position
was contrary to the Post’s initial support for a civilian trial.?
The Post also contradicted itself in a later editorial on October
4, 2003, titled A Way Out, where it abandoned its support for a
military tribunal.? As for the Bush Administration, it stayed
the course. Moussaoui was prosecuted in a civilian criminal
courtroom and convicted in 2006 for conspiring to kill Ameri-
can citizens as part of the September 11 attacks.?

The approach the United States has taken since 9/11 has, con-
trary to urban legend, not mandated the use of military tools
alone. It has utilized the military in concert with all of the other
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approaches, including those of law enforcement. In November
2001, as head of the Justice Department’s Criminal Division, I
testified before Congress and emphasized that the government
intended not only to use its military options, but also every
law-enforcement tool at its disposal, as well as a full array of
other tools, in the fight for the freedom and safety of the
American people.? It is this comprehensive approach that must
continue if the United States is to make further headway in the
battle to secure the nation. Those who would insist on elevat-
ing or scrapping any of these tools, for political or other rea-
sons, are doing a grave disservice to the nation.

I would go further. Even our full, current array of tools is not
sufficient to deal with an ever-evolving threat environment. To-
day we remain locked into a set of legal authorities and proc-
esses that were designed for the prior century, a time when the
world was neatly divided between nation-states that waged war
and individual groups that committed crimes. Given the current
ability of nonstate actors like al Qaeda to wage war, we need to
make corresponding changes in how we approach this from a
legal standpoint.

This question highlights the challenge: What should a free
nation do when it finds someone in its midst who is clearly ad-
vocating and recruiting for terrorism but has not yet advanced
from advocacy to incitement or actual execution of a criminal
plan? If that person has entered the country illegally, one obvi-
ous answer would be to send him back to his home country. If
he cannot be arrested, prosecuted, or otherwise incapacitated,
at least he can be removed and deported.

Under contemporary law regarding migration, however, it is
not quite that simple. Under that law, the same open advocacy
of terrorism that makes one a threat in a host country allows
one to argue that he will not be treated fairly in his home coun-
try.?® Once that argument is raised, Western Civilization’s

27. See Department of Justice Oversight: Preserving our Freedoms While Defending Against
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hands are often tied. The individual cannot be deported, nor
can he be held for something he has not yet done. The result is
that a person who has no legal right to be in a country and
poses a clear danger to its citizens cannot be jailed in that coun-
try nor removed from it.

This is no hypothetical case. It is happening today in Great
Britain.? A radical Islamist Jordanian preacher named Abu
Qatada, widely known as an outspoken advocate and sup-
porter of terrorism, is illegally present in the United King-
dom.* According to the United Kingdom’s Special Immigra-
tion Appeals Commission, he is “a truly dangerous
individual” who was “heavily involved” in terrorist activities
associated with al Qaeda.’! Even though he is in Great Britain
illegally and is a danger to the country, the British cannot im-
prison him, nor can they deport him to Jordan; indeed, the
British Court of Appeals ruled that he could not get a fair trial
in Jordan because he was suspected of terrorism.®> The very
fact that he poses a terrorist threat renders authorities power-
less to remove him. This kind of challenge is common across
Europe and is something the West must address. Either the
rules should be modified to allow immigration authorities to
balance the risks facing illegally-present terrorism suspects
with the risks facing the public, or the law should allow tem-
porary detention of dangerous illegal aliens until they can be
safely removed from the country.

In the end, Abu Qatada is the poster child for a key point
that must be reiterated: In the battle against terrorism, the chal-
lenge of this nation and its democratic allies is not to reduce the
number of options or tools we have in this fight, but to expand
them. It is my hope that both here and abroad, future Admini-
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strations will not only continue to retain and deploy the tools
we are using now, but will find new options, fashion new ap-
proaches, and adapt our system to the dangers ahead. That is
how best to make the United States not only safer, but ulti-
mately safe in this new century.



